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Summary

Due to the intangible nature of services, classical control approaches might not provide the relevant
safeguards to enable the service company to reach its objectives. Typically, services results from an
experience whose value and quality are complex to measure. Additional difficulties arise when the
monitoring of risks is implemented in management information systems. Indeed, assuming that most
prominent risks encountered in the service industries is the consequence of “invisible threats”,
appropriate approaches need to be built. We must also take into account the typical chain of risks that
leads to the major damage. To tackle these specific service-type risks, we have designed a qualitative
control system that enables auditors to allocate their resources and monitor the sequences of risks.
We believe that if properly replaced in the corporate governance context, it could represent a useful
tool to manage important categories of service risks. We adopt an internal auditing perspective.
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l. INTRODUCTION

According to the IIA glossary (Institute of Internal Auditors, www.thellA.org) the term control means:
“Any action taken by management, the board and other parties to enhance risk management and
increases the likelihood that established objectives and goals will be achieved”. Control is thus an
important part of managerial activities. However, the design of controls dedicated to services is
particularly tedious. Indeed, service activities are traditionally described with the help of the IHIP
paradigm (Intangibility, Heterogeneity, Instantaneity and Perishability). Compared to the production of
goods, services will typically display a high degree of most of the 4 IHIP dimensions. As such, the
intangibility of the service makes that the identification of risks is not easy.

The Marketing discipline has extensively worked on the notion of perceived risk, which can add
tremendous value to the practitioners’ risk management process. According to the literature,
consumers perceive services as riskier than products [1], [2]. Research in [3] has shown that
intangibility is positively correlated with perceived risk. As stated by [1] “Intangibility ... greatly
increases the degree of perceived risk in the purchase of services by decreasing the certainty with
which services can be made”. Reference [4] shows that the properties of services may lower
consumer confidence and increase perceived risk, mainly by augmenting the degree of uncertainty in
the decision.

In this paper, we propose a new type of control whose design makes a distinction among the following
states of “risk attributes”; the threat, the event(s), the ignorance (unawareness), and the damage. In
classical approaches to control, we tend to focus solely on the expected damage. Typically risk
mapping (see Section 1), is a technique to assess the risk of business activities, which is based on the
damage multiplied by the frequency (a formula also used by economists and engineers).
Nevertheless perceived risk literature tells us that a person would be more sensitive to the overall
consequences than the probability.

Our control design involves 3 types of tests which are: whether the threat is associated with a
prevention system, whether the event is associated with a detection system, and finally whether the
ignorance of the problem is associated with a protection (or curative) system. Compared to a
traditional approach this will foster an ex-ante treatment of risk as opposed to an ex-post one. It is
quite well known that acting in an ex-ante manner will cost less and will be more efficient (i.e.
“prevention is better than the cure”).

Our methodology mixes approaches borrowed from the risk management and audit professions as
well as research from services marketing. Most cutting-edge approaches of risk management are
based on quantitative models. This is essentially due to the strong influence of the Basel Committee
on how to handle financial risks such as market and credit risks in the banking sector. However,
qualitative approaches to risk management are recently emerging especially because of the
recognition that operational risks, or non-financial risks, are of primary importance. In our case we
believe that the expertise (professional judgment) of the auditor will be the main input to assess the
risk.

The notion of anticipative control [6] represents the cornerstone of a new auditing philosophy called
“Risk-Based Auditing” (RBA). Indeed, audit planning tends to be based on what has already been (or
not) audited in the previous years. This way of allocating resources to audit missions does not fit with
today’s uncertain markets anymore. On the contrary, RBA calls attention that the audit planning
should be established upon the importance of the risks faced by the company. It thus represents a
paradigm shift for the internal audit function, which must adopt a new auditing philosophy. As said in
[5] “Instead of looking at the business process in a system of internal control, the internal auditor views
the business process in an environment of risk”. Thus, our approach falls into the RBA category.
However we suggest using the notion of perceived risk and risk chain to prioritize audit missions.

The paper is organized as follows. In Section Il, we recall the risk management process employed by
practitioners. In Section Ill, we explain the notion of Internal Control System (ICS), which enables the
company to protect itself against operational and financial risks. Internal auditor of the company are in
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charge verifying the adequacy of controls to allow the company to achieve its objectives. On the other
hand, external auditors tend to focus on financial audits. We thus present, in Section IV the audit risk
model, which assesses the risk taken by the auditors of not discovering risks in the company. In
Section V, we introduce the approach of risk-based auditing. It is a planning system that allocates
audit resources according to a risk prioritization criterion. We also indicate that damages affecting the
company result from a sequence of risk-events and that the prioritization criterion should take into
account the corresponding “chain of risks”. In section VI, we explain the notion of “perceived risk” and
how it can improve risk management in the context of services. In Section VII, we present our model
of control system that distinguishes the main steps of the risk materialization: threat-event -ignorance-
damage. As an illustration, we propose a case where this control is applied in the banking sector.

. The Risk Management Process

In this section, we refer to professional bodies such as COSO (www.coso.org) and IIA
(www.thellA.org) that are specifically addressing risk control and management issues. We believe that
professional guidance is relevant in our context to make our approach more feasible. The sequence of
a risk management approach is often stated as follows:

1. Identification of risks

This part corresponds to the inventory of risks exposed to the company. Typically a bank decomposes
its business risk into credit, market, operational, interest rate and strategic risks. Each major risk is
then subdivided into more detailed categorizations of risk. These risks should also be qualified
regarding their "nature” such as exogenous and/or endogenous, controllable and/or uncontrollable,
financial and/or non-financial, short-term and/ long term.

2. Prioritization of risks

From the inventory of risks, a ranking is established from the most important risk to the least
important. The most frequently used method of prioritization is called "risk mapping" (see Figure 1).
The measure of risk applied in this context is defined as the probability multiplied by the damage done.
The most important risks appear in the upper right quadrant. As the resources to manage risks are
limited, this enables to assume a “Pareto Law” such as 20% of the identified risks account for 80% of
the total risk. The non-financial risks are difficult to assess through this formula in terms of likelihood
as well as in terms of financial damage.

Financial
Damage
A

Huge

High

Medium

0to 25 % 25to 50 % 50to 75 % 75 to 100 %

Probability

Figure 1. Example of a risk mapping table

3. Setting up an Internal Control System (ICS) and definition of the risk ownership

This step is too often omitted from the risk management process. The internal control system enables
to monitor the risks and to "exercise" the available options in time whenever a problem happens. Risk
ownership is a very touchy topic in risk management. It consists of defining which company members
are ultimately responsible (accountable) for the different risks.
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4. Risk management per say

There are different ways to tackle the risks. A valuable approach is to decompose the total risk into
pieces that can then be handled in distinctive manners:

« Transfer. We include here all the financial measures such as insurance policies, as well as the
outsourcing of risk.

e Eliminate. If an activity is considered to be too risky compared to its benefits, then it is
abandoned.

- Mitigate. Referring to the formulae: risk equals probability multiplied by damage, it means
either reducing the likelihood or the damage.

* Accept. In most cases, there will still be some residual risk that cannot be reduced with the
above approaches in a cost effective manner. Here comes the notion of risk tolerance. The
tolerance should correspond to what the company is ready to sustain in terms of loss. In our
societies we tend to have very low tolerance for risks, which also contributes to increase the
cost for risk management.

5. Actions plans

Another step that has to be added to the risk management process is the definition and the
implementation of action plans in order to avoid any contagion in case of an undesirable event.
Business continuity planning, contingency planning, emergency and crisis management, and disaster
recovery fall into this category.

6. Risk communication

Finally the risk communication is accompanying every step of the process. Communication is crucial
to spread a culture of risk in the corporation and also to attenuate the disastrous effects of a crisis.

[I. Internal Control System (ICS)

The Internal Control System is fundamental to the Audit function, since the role of auditing could be
summarized as being "the control of the control". In a quite classical conception of management, it is
composed of 4 components:

« Planning, which sets up the long-term objectives of the company and, recursively the mid-term
and short-term operations.

» Organization, which is the skeleton of the company and enables to achieve the objectives.

* Involvement, which is the participation of employees towards the accomplishments of the
objectives.

» Control, which assures that the first three components are functioning properly.

ICS is more and more linked with the concept of corporate governance (see for instance,
www.sarbanes-oxley.com). In this case, the risk criterion can be stated as maximizing shareholders
value while protecting the assets of the company. In an ideal scheme, the board should represent the
interest of the shareholders, be in charge of the general surveillance of the company thanks to an
internal control system, and define the strategy of the company. Regulatory bodies, such as COSO
and the SEC, put pressure to include risk information in annual reporting and thus to increase
transparencies in the reporting practices.

The process control can be defined by the three following steps:

« Definition of standards
* Measures and communication of results
» Corrective actions (do nothing, reconsider the objective, improve)

There are two kinds of controls. First, there are the "a posteriori" controls such as budgetary controls,
where the measure is confronted to the standards once the results are known. Second, the “a priori”
(or anticipative control, see [6]) controls have an identical structure except that the measure of results
is replaced by a forecast of results. These latter controls are more adapted to the monitoring of risk
strategies whose associated decisions will have impacts in the longer term. Control conveys a certain
idea of risk, which is known as "adjusted" risk. It makes the implicit assumption that the actual risk is
lower than the inherent risk when the internal control in place is of good quality.
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V. The Audit Risk Model

In the auditing profession, a distinction is made between the inherent risk and the actual or residual
risk. Indeed it is believed that if the internal control in place is of good quality the risk actually faced by
the company is reduced compared to the inherent risk (or “crude risk”). The generally accepted “audit
risk model”, even though not much applicable, makes as such the distinction between the inherent risk
and the audit risk (or the remaining risk assuming that auditors have completed their work). Reference
[7] shows that “the auditors’ knowledge of the client’s industry improves their audit risk assessment
and directly influences the nature and the perceived quality of their audit planning decisions”. This is
the main reason why we have opted for a qualitative approach (or more formally a Bayesian approach,
which relies on subjective information) for prioritizing risks rather than a quantitative one.

Organizational aspects of corporate governance are crucial to understand audit risk. The audit
committee, in charge of audit planning, is formed by several non-executive directors who are working
in conjunction with external and internal auditors. The main role of external auditors is to audit the
financial reports. On the other hand, internal auditors will perform broader types of audit work (e.g. IT
audit, see COBIT, www.isaca.org) because of their deeper knowledge of business processes and the
organizational structure of the firm. The triangular relationship between the internal and the external
auditing functions and the audit committee is still not solved.

The audit risk model is essentially applied to quantify the audit risk of financial audits. It is defined as
follows:

AR =IRxCRx DR 1)

IR, the Inherent Risk, represents the risk that might affect the company when there is no ICS. CR, the
Control Risk, corresponds to the situation where the ICS has been unable to detect a risk. DR, the
Detection Risk, is the risk that the external auditors will not detect material misstatements in the
financial reporting. By extension for internal auditors, it corresponds to the non-detection of operational
risks. As every variable of the right hand side of the equation takes a value between 0 and 1, AR
(Audit Risk) corresponds to a probability. The model is employed as follows: a level of AR is chosen
(e.g. 10%) then IR and DR are assessed by the auditor (for instance using a Bayesian approach) and
finally the equation is solved for DR. Limitations of the audit risk model are obvious, such as the
interdependency that exists between IR and CR. It should be simply seen as a conceptual framework
to foster risk-aware approaches when conducting an audit.

As seen above, DR has a direct influence on audit procedures. Indeed, if auditors had infinite
resources, they would conduct all the possible tests of controls. As such, the detection risk would be 0.

V. Risk-Based Auditing for Event-Risk Chains

"Plans are worthless, planning is priceless" used to say D.D. Eisenhower. Audit Planning is an
extremely important step that significantly contributes to reduce audit risk. As resources allocated to
auditing are limited, audit missions and associated methodologies should be selected very carefully.
“Risk Based Auditing” is the planning of audits based on an assessment of the risks to which the
company is exposed. So, the main purpose of RBA is to efficiently allocate limited resources to
financial and operational audits in order to significantly improve the quality of the Internal Control
System, as well as to reduce the audit risk.

Most of the available approaches meant to deal with risk are model-based. A model is a simplified
representation of a real system that attempts to capture its main behavior. Modeling syntaxes might
vary from simple diagrams to very complex mathematical formulas. The primary categories of models
certainly come from the discipline of quantitative finance. The common factor of those financial models
is that they have quantitative variables whose behavior is described by theoretical probability
distributions. Just to name a few of them, the mean-variance framework (Markowitz model), the
Sharpe ratio (i.e. CAPM model), Value-at-Risk (except for the VaR based on historical simulations).
The main advantage of these approaches is to capture correlations which are typically attached to
financial risks and thus to devise strategies of diversifications. From this common framework, other
parametric methods, such as extreme event theory, have emerged. These are especially useful in
performing stress testing simulations (i.e. a simulation of rare and catastrophic events). Relying too
heavily on models exposes the company to model risks. This corresponds to the situation where a
model, though properly implemented, is applied in a situation where its main assumptions are not
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verified. One of the major model risks is that most quantitative models do not take into account cause
and effect relationship that is typically associated with risks. Correlation is not causality.

Very often major risks results from a sequence of minor events. Dealing (managing) with easy risks
will often prevent a catastrophe to happen. Finally, most modeling approaches tend to rely heavily on
Management Systems Information (MIS). The process of implementing is known to be costly and long
lasting.

As explained in section Il, risk prioritization is usually done trough a risk mapping table. Risk is then
defined as the probability multiplied by the damage done. As often major risks results from a sequence
of minor events, dealing (managing) with easy risks will often prevent a catastrophe to happen. The
risk identification should thus be accompanied by dynamic linkages, which exist among risks. Tools
such as cause-and-effect diagrams, flow charts, influence diagrams, decision trees, and fault-tree
analyses can help. The text ERM (Enterprise Risk Management) COSO (The Committee of
Sponsoring Organization of the Treadway Commission, www.coso.org), which was adopted in 2005
and is already a reference in risk management for the accounting, audit, and controlling professions,
has introduced the notion of “identification of events”. This acknowledges that cause-and-effect is
fundamental to the analysis of risk.

VI. The Notion of Perceived Risk

The perception of risk has been found as totally subjective [8], [9]. Perceived risk was considered as a
subjective expectation of loss [1],[10]. [11] identified five independent types of risk: financial,
performance, physical, psychological and social. [12] added a sixth type of risk: time loss. Therefore,
risk mapping takes into account only one type of risk.

Service agents develop relevant strategies to reduce perceived risks and hence augment purchase
probabilities as shown in [13]. Therefore, if service companies want to be perceived as delivering good
value, they have to adopt strategies to reduce uncertainties and perceived risk at the purchase stage.
At the post-purchase stage, risk-reducing strategies are employed to reduce the consequences of a
less than satisfactory purchase [14]. To reduce consumer risk, service companies should implement
initiatives that directly address the risk (e.g. guarantees) or the factors that contribute to the risk (e.g.
increase tangibility) [15]. Risk-reducing strategies can be categorized according to whether they
reduce the level of uncertainty, e.g. receiving correct information or investing money on good shares,
or reduce the adverse consequences of the adverse outcome, e.g. giving a refund or helping to solve
when experiencing annoyances. Indeed, it has been found in [16] that each product has a set of risks
associated with its purchase and each consumer has an individual risk tolerance which, if exceeded,
one or more risk-reduction strategies will be employed to reduce the amount of risk perceived to a
tolerable level. In the literature, these are the most often referenced risk reducing strategies: sales
staff knowledge, tangibilization of services, free trials and samples, money-back guarantee, celebrity
endorsements, favorable press reports, company and brand reputation.

Contrary to financial risks, such as market and credit risks, it is extremely difficult to aggregate
operational risks, and especially when the company produces services like a bank. They are
heterogeneous by nature. Let us think about a compliance problem and an Information System (IS)
failure. The origin of those risks mostly arises from human interventions, even those related to the IS.
The Operational Risk manager will need to work with different functions, processes, persons, at the
level of the business units. Manufacturing activities have the great advantage to be organized around
production processes. They have thus the ability to trace the operational risk and to handle it with non-
financial procedures (e.g. traceability, quality control, redundancy, bottleneck management).

We would like also to mention an interesting and original work on the characterization of the
appearance of risk which is due to a French expert in technological risk, Jean-Louis Nicolet. His theory
(see [17]) is that most of the time technological accidents are the consequence of human errors. He
suggests that seven types of human errors are systematically identified in past technological
accidents: perception, decoding, representation (what the operator has understood), non-respect (e.g.
of a procedure), communication, timing of decisions, and sequencing of actions.

VII.  Control Design for Risk-Event Chains

The previous section about perceived risk indicates that it is worth considering the tangible part of the
risk as well as the intangible part when designing controls. We propose to decompose the risk
sequence into the following step:
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1. Threat (a potential risk that might endanger the company, e.g. an inflammable Persian
carpet was installed in a customer salon)

2. Event (an event related to the threat happens, e.g. cigar ashes fall on the Persian carpet
and ignite a fire)

3. Ignorance (or unawareness of the event, e.g. the client and the client advisor have already
left the salon and are ignoring that a fire has started)

4. Damage (e.g. fire has time to propagate throughout the building, employees just manage to
evacuate safely the building)

In Figure 2, we attempt to describe the importance of control to avoid the contagion of major risks. We
thus establish a relationship between a threat and its potential resulting damage. If the ICS appears to
lack measures of prevention, an undesirable event might happen (e.g. lack of due diligence
processes). If detection systems are defective or inexistent, it might propagate within the company
(e.g. no accurate MIS to perform the reconciliation of assets). Ultimately, if nobody is aware of it and
that no protective measures are in place (e.g. no insurance policy), the "expanding" damage might
badly hurt the company, which consequently won't be able to reach its objectives.

Lack

Prevention

Event Poor Internal

Control

Lack
of
Detection

Unawareness
f

of
Problem

Lack
of Protection

Figure 2. lllustration of a poor ICS

We propose now a simple (fictitious) case study illustrating the implementation of our concept in the
banking sector. It is based on the experience of the three authors as internal auditors and portfolio
managers. A private bank is analyzing the possible threats that could affect its reputation.

The private bank fears that inappropriate appraisal provided by its investment managers to its wealthy
clients could badly endanger its image on the market. The main threat considered corresponds to
cases where managers are not able to properly define the risk appetite of their clients. The CEO is
aware that just a few cases of this kind could be sufficient to provoke the damage. For instance, a
client advisor diagnosed that one of his client displays an aggressive appetite for risk and actually the
profile of this investor is rather conservative. There is no objective level of risk. We have to assess and
manage the risk as it is perceived by the client (i.e the perceived risk):

1. The management (i.e. in charge of setting up an ICS) will first design a preventive control.
Controllers will be in charge of checking that each client advisor has properly conducted a risk
appetite diagnosis for each of their clients, that the information is properly consigned
according to the policy of the company and finally that this document is regularly updated. At
the same time, each client advisor must be trained and instructed to appraise the risk appetite
of clients.

2. The management will then design a detective control. Indeed, it might be that nevertheless a
portfolio does not match the risk appetite of a given client. Controllers are then in charge of
collecting (on a sample basis) feedbacks from clients regarding the performance of their
portfolio.

3. The management will finally design a protective (or curative) control. Indeed if the first 2
controls (preventive and detective) are not able to prevent the contagion of events (bad
diagnosis of risk appetites), the intention is to add a control that will mitigate the main damage
to happen (reputation risk). For instance, the performance of every portfolio associated with a
bad performance (i.e. performance can be here different kinds of abstract criteria) will be
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checked on a regular basis and compared to those of clients presenting similar characteristics
(e.g. age). The bank may also think about ways of “tangibilizing” the service.

This simple case shows the interest of decomposing the risk sequence. Indeed simpler, though very
effective, controls can be set up upstream. Our experience tells us that in practice auditors tend
unfortunately to focus more on curative controls. In our years in the banking sector, we had the
opportunity to recommend and monitor the implementations of such controls (involving a sequence of
preventive-detective-curative controls) and we used to formalize them with the help of tools developed
by engineers like fault-tree analyses.

VIIl. Conclusion

In this paper we propose a new kind of control, which adopts the Risk-Based Auditing (RBA) scheme.
RBA is an audit planning approach that uses risk assessment as the main prioritization criterion. This
really represents a paradigm shift since classical audit planning techniques tend to use criteria such as
frequency of audits performed in the past. So applying RBA will put more emphasis on the design of
anticipative controls. This latter kind of controls becomes a necessity to cope with rapid changes in the
environment. Our contribution is based on the RBA philosophy except that in our case, risk is not only
seen as damage, but rather as a sequence involving the followings steps (or “risk stages”): threat,
event, ignorance and damage. Our approach remains qualitative for the time being. Indeed we believe
that simple cause-and-effect analyses (e.g. fishbone, fault-tree ...) will be sufficient for experienced
auditors to properly prioritize risks and monitor adequate controls for each category of “risk stages”.
Additionally, research findings from the discipline of marketing services tell us that threats (upstream
treatment of risk) should be handled with the same care as damages (downstream treatment of risk).
Allocation of audit resources should be changed and be more oriented towards the identification of
threats and the implementation of detective controls to prevent any contagion of risks.
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