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39.1 Introduction 

This chapter explores trends in data protection and encryption technologies across 
different technologies. The technologies analyzed are taken from the previous 
chapters. 

Any trend assessment concerning data protection and encryption technologies 
constitutes a challenging task for various reasons. The swift development of the 
security technologies brings a myriad of novel protocols, tools, and procedures, 
whose technological readiness levels (TRL) also evolve rapidly [1]. Also, while 
some technologies thrive, others stagnate or vanish in favour of more market-
adapted technologies or enhanced operational implementation [2]. Moreover, in 
such a fast-paced and growing environment, opportunities and threats evolve 
quickly, making it difficult to evaluate the whole spectrum of technologies available 
on the market [3]. Consequently, evaluations of the security consequences of the 
arrival and evolution of such technologies on data protection are complex. 

Following the previous individual analysis of the data protection and encryption 
technologies, we evaluate these technologies through time by benchmarking a 
development indicator—the attention paid by different communities [4]. 
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39.2 Analysis 

39.2.1 Scientometric analysis 

We conduct a scientometric analysis of the book’s technologies to better understand 
how they evolved over the last 20 years. Most cryptographic technologies are the 
result of long-term research efforts. Therefore, we analyze the number of associated 
scientific works through time for each technology, which can be seen as an indicator 
of scientific interest in that technology [5]. Growing attention points toward 
promising or emerging technologies, as researchers tend to dedicate significant 
resources to potentially valuable technologies. Conversely, low interest in a given 
technology correlates with the lack of technological novelty and obsolescence. 

To provide such a scientometric analysis, we use the OpenAlex dataset, which 
describes scholarly entities (works, authors, institutions, venues, and concepts) and 
their connectivity patterns using a graph structure.1 Importantly, each scholarly 
work has concepts associated with it that are represented in the paper. OpenAlex 
organizes publications’ concepts into a tree structure, where general concepts are 
parents of more fine-grained ones. OpenAlex has 65,026 concepts, ranging from 
Political Science to Physics. Scientific works are tagged automatically using a 
classification model trained on the Microsoft Academic Graph (MAG) [6]. Thus, 
OpenAlex provides a taxonomy of topics discussed in the scientific literature, 
used here to retrieve scientific works tagged with this book’s 38 technologies. We 
scrape the scientific works tagged with those 38 technologies, taking for each a 
monthly count of the number of published papers. This yields a time series for each 
technology, which we use to analyze the technologies over time. 

The technologies’ time series display different development patterns; therefore, 
we cluster them according to the exhibited pattern into three classes: no growth, 
moderate growth, and strong growth. We calculate the clusters in the following 
manner: we divide the average number of publications during the first 3 months 
in 2022 by the average number of publications during the first 3 months in 2012. 
We refer to the resulting ratio as growth ratio. If  .growth ratio < 1.05, we deem 
the technology as not growing. The technology exhibits moderate growth if . 1.05 <

growth ratio < 2. The technology thrives if .growth ratio > 2. 
Additionally, we cluster the technologies into low, moderate, and high-interest 

technologies. A technology is a high-interest technology if the average monthly 
publication count is .c ≥ 50, a moderate-interest technology if .15 ≤ c < 50, and 
a low-interest technology if .c < 15. The growth pattern and interest level form a 
two-dimensional matrix where we can arrange the technologies. Table 39.1 shows 
the resulting matrix for 24 selected technologies. 

We emphasize interesting patterns. High-interest technologies which have been 
researched extensively, include Blockchain, Hash Function, and Asymmetric

1 https://docs.openalex.org/. 
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Table 39.1 Selected technologies of this book assorted into a two-dimensional matrix, created by 
clustering the technologies by their past growth and interest in the research community 

Encryption in this cluster. Except for Blockchain, these technologies represent 
the backbone of today’s cybersecurity landscape. However, Blockchain is the only 
one exhibiting strong growth. This might indicate that Blockchain technology has a 
large part of its development ahead of it. Moderate-interest technologies represent 
more specialized techniques and methodologies that have established themselves. 
Digital Signatures, Authentication, and Key Management are well-known and 
widely used technologies, but interest in them is not growing further, indicating 
technical convergence. Emerging technologies, especially Differential Privacy and 
Quantum-related technologies, exhibit growth and can be counted on to become 
more critical in the future. Low interest and not growing technologies are niche 
technologies, like Disk Encryption and Functional Encryption. However, some 
low-interest technologies exhibit strong growth, like Post-Quantum Cryptography, 
Zero-Knowledge Proof, and Hardware Security Modules. These technologies have 
been relatively recently established, and the research interest indicates that most 
discoveries in those technologies are yet to be made (Fig. 39.1). 

39.2.2 Evolution of public attention 

To explore more, we look at the evolution over time of public attention to 
technologies through Wikipedia’s pageviews statistics. The motivation of the public 
to know more about a technology provides good information on the position and 
the popularity of the technologies [7]. Wikipedia’s pageviews statistics show the 
number of pages visited over a given period at a given chosen frequency (either 
daily, monthly, or yearly data—in this work, we use the monthly frequency). Such 
statistics cover each page. The statistics do not consider the time Internet users spend 
on a page. Whatever its duration, it will be counted as a view. We collect data for 
37 technologies over 82months, from July 2015 to April 2022. Again, we group 
the technology time series into three classes: no growth, moderate growth, and 
high growth. Clusters are calculated as follows: we divide the average pageviews
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Table 39.2 Technologies of this book assorted to a two-dimensional matrix created by clustering 
the technologies by their past growth and public interest 

of the last 3 months by the average pageviews of the last 3 months from 6 years 
ago. We refer to the resulting ratio as growth ratio. If  .growth ratio < 1.05, we  
deem the technology as not growing. The technology exhibits moderate growth if 
.1.05 < growth ratio < 2. The technology thrives if . 2 <growth ratio. We also cluster 
the technologies into low, moderate, and high-interest technologies. A technology 
is a high-interest technology if the average number of pageviews per month is . c ≥
50,000, a moderate-interest technology if .25,000 ≤ c < 50,000, and a low-interest 
technology if .c < 25,000. We provide the two-dimensional matrix clustering the 
technologies according to their growth in Table 39.2 (Fig. 39.2). 

Again, the technologies attracting significant public interest are Blockchain, 
Hash Function, and Asymmetric Encryption. Blockchain shows strong growth, 
unlike Hash Function and Asymmetric Encryption, which show no growth. Again, 
technologies with more specialized techniques and methodologies, such as Dig-
ital Signatures and Biometrics, are seeing moderate interest. Low-interest and 
no-growth technologies are niche technologies, such as Disk Encryption, or long-
standing technologies, such as Email Security. However, some low-interest tech-
nologies, such as Post-quantum Cryptography, still show strong growth (Fig. 39.3).
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Fig. 39.3 Correlation between pageviews of technologies in Wikipedia from July 2015 to April 
2022 

39.2.3 Correlation Analysis 

In order to proceed to an exploratory data analysis and get an idea of the potential 
existing relationships between these technologies, we display a correlation matrix 
of Wikipedia’s monthly pageviews. However, these correlations can potentially 
contain confounding factors and spurious relationships (as time series are not 
stationary). Figure 39.4 shows positive or negative correlations between page views. 
For instance, we notice that “Identity-based encryption” and “Searchable symmetric 
encryption” highly correlate. On the other hand, “Quantum Key Distribution” has 
no or a very weak correlation with all the other technologies. 

39.2.4 Comparison of public and expert attention 

The relationship between these proxies for the two types of attention diverges over 
time. However, graphically, we observe that expert attention follows public attention 
by a few months. For instance, in the case of Random Number generation, public
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attention increased around 2019, while expert attention started to pick up 1 year 
later. 

39.3 Conclusion 

In conclusion, this chapter evaluates data protection and encryption technology 
trends through time. We used a benchmarking development indicator, the attention 
brought by different communities, to perform the analysis. This attention was 
measured through a scientometric analysis of the production of scientific works and 
the public attention was given to these technologies through Wikipedia pageviews. 
Our results showed that high-interest technologies like Blockchain, Hash Function, 
and Asymmetric Encryption are widely researched and used, but only Blockchain 
exhibited strong growth. Moderate-interest technologies like Digital Signatures, 
Authentication, and Key Management have established themselves but need to 
show growth, indicating technical convergence. Finally, emerging technologies like 
Differential Privacy and Quantum-related technologies showed growth, indicating 
their potential to become more critical in the future. This analysis provides valuable 
insights into the development of data protection and encryption technologies and 
their impact on the security landscape. 
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