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Personalized healthcare is nowadays driven by the increasing volumes of patient data, observed
and produced continuously thanks to medical devices, mobile sensors, patient-reported outcomes,
among other data sources. This data is made available as streams, due to their dynamic nature,
which represents an important challenge for processing, querying and interpreting the incoming
information. In addition, the sensitive nature of healthcare data poses significant restrictions regarding
privacy, which has led to the emergence of decentralized personal data management systems. Data
semantics play a key role in order to enable both decentralization and integration of personal health
data, as they introduce the capability to represent knowledge and information using ontologies and
semantic vocabularies. In this paper we describe the SemPryv system, which provides the means to
manage personal health data streams enriched with semantic information. SemPryv is designed as a
decentralized system, so that users have the possibility of hosting their personal data at different sites,
while keeping control of access rights. The semantization of data in SemPryv is implemented through
different strategies, ranging from rule-based annotation to machine learning-based suggestions, fed
from third-party specialized healthcare metadata providers. The system has been made available
as Open Source, and is integrated as part of the Pryv.io platform used and commercialized in the
healthcare and personal data management industry.

© 2023 The Author(s). Published by Elsevier B.V. This is an open access article under the CCBY license

(http:/[creativecommons.org/licenses/by/4.0/).

1. Introduction

Personal data streams are generated and made available for
processing every second, in different domains including social
networks, transportation, energy, or healthcare. In the latter case,
one must add the additional challenge of handling sensitive in-
formation, which is connected to several technical, ethical, and
logistic restrictions. The advances in patient monitoring, Internet
of Things (loT) healthcare devices, and big data processing have
certainly had a positive impact on the quantity of information
that can be collected for patients, either at home or in a health-
care facility. While the volume and velocity of healthcare data
streams is already difficult to handle with traditional stream
processing systems, the requirements of data integration across
devices and institutions have only partially been satisfied by
current solutions in the market. Interoperability is one of the key
requirements in this context, which has traditionally led to the
implementation of data integration mechanisms usually enforced
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through a top-down approach. However, this approach has been
shown to be problematic, considering the increasing need to give
data ownership and control to the patients.

Decentralized data management offers an alternative solution,
allowing users and patients to flexibly decide where their in-
formation is stored and managed. Personal data clouds, or fully
decentralized Web solutions as Solid [1] provide potential so-
lutions, although they generally lack the capacity of managing
streaming data. Stream reasoning and RDF stream processing has
produced important results in this direction [2], combining the
rich semantic capabilities of ontology-based data representation,
with continuous processing of dynamic data.

In the specific case of healthcare data management, decentral-
ization plays a key role in scenarios like neuro-rehabilitation [3].
After a hospitalization following a stroke or related conditions,
patients often need to confront a long process of recovery in a
complex environment. These patients have to navigate through a
combination of public and private rehabilitation clinics, cabinets,
and physiotherapists making regular visits. Sharing data crossing
institutional barriers and electronic patient records is a consid-
erable challenge, even more considering the need for protecting
sensitive information. In other scenarios, e.g., rare diseases [4],
patients are often forced to handle their own records, sometimes
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in paper form, given the need for multiple opinions and expertise
from scattered healthcare professionals and providers. Nowadays
these records contain not only classical patient records, but also
rapidly changing information, i.e., streams generated by wearable
sensors, specialized medical devices, and even patient-reported
observations. Semantic data models have the potential of allow-
ing the usage of healthcare data across devices and providers,
with consistent annotations according to well known standards.
Therefore, it has become necessary to provide both semantics
and streaming features for personal health data management,
following a decentralized approach.

In this paper we describe SemPryv, a system that enables
the provision of semantically rich streams of personal healthcare
data. The system uses Pryv.io as middleware for the manage-
ment of the streams. It implements different strategies for the
semantization of the incoming data events, associating high-level
ontology concepts to them. The systems allows for manual and
rule-based annotation of streams, as well as automatic predic-
tion through Machine Learning models. Moreover, it allows the
provision of semantic streams for healthcare data through the
HL7 FHIR standard [5], making it possible to export and share
the data streams with other systems and applications. The system
can be linked to any ontology provider for the concept anno-
tations, such as BioPortal [G], and it can be accessed through
an API or a dedicated Ul for healthcare experts. The system has
been made available as Open-Source in Github,! and a running
instance is available for demonstration purposes® This paper ex-
tends the initial idea and preliminary architecture presented on a
poster [7], now completed with fully automated semantic sugges-
tions, full implementation, FHIR import/export, a demonstrator
and an Open-Source release. The system is also offered as part
of the Pryv.io platform, which is commercialized for decentral-
ized and privacy-compliant management of healthcare and other
types of personal data.

The remainder of the paper describes the state of the art in
Section 2, the architecture of SemPryv (Section 3), and the overall
interoperability approach (Section 4), followed by the descrip-
tion of the semantization approach (Section 5). Experimentation
is presented in Section 6, while discussion and future work in
Section 7, before the conclusions (Section 8).

2. Related work

Decentralized semantic data solutions have long been studied
in the literature, and several approaches and proposals have
been presented, for instance for distributed querying [8], linked
data provision [9], or collaborative querying [ 10]. Regarding data
privacy, solutions like Solid [11] have shown the potential of
decentralized Web architectures, applied to social networks and
other domains.

The inclusion of stream processing in decentralized archi-
tectures has only gathered attention recently, especially in the
context of complex event processing [12], or IoT and fog com-
puting [13]. However, these systems often lack the capabilities
for semantic data exchange. Although some preliminary works
have been presented to bridge the gap between decentralized
agents and stream reasoners [14], there is still a need for tech-
nical solutions adapted to the needs of healthcare streaming data
processing.

RDF stream processing (RSP) and stream reasoning have pro-
duced valuable academic results in the past decade [2], aiming
at extending Semantic Web technologies for handling streaming
information. Examples of RSP engines include C-SPARQL [15],

1 Sempryv in Github: https://github.com/pryv/sempryv.
2 Available at: https://sempryv.ehealth.hevs.ch.
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CQELS [16], SPARQLStream [17], EP-SPARQL [18], RSP4j [19],
among others. Even if these engines have demonstrated strong
continuous querying capabilities, and even some degrees of rea-
soning, they still lack the possibility of decentralized deploy-
ment, as well as the possibility to deal with strict data privacy
constraints.

Regarding healthcare data provision systems, semantic tech-
nologies have been used extensively for achieving interoper-
ability [20,21], not only for clinical exchange, but also for sec-
ondary use in research [22]. In particular, loT-based systems
have been developed to cope with the large volume of obser-
vations collected by medical devices [23]. Given the sensitive
nature of health-related data, many previous works have also ad-
dressed privacy concerns, for example in electronic health record
sharing [24] and linkage [25]. The semantic mediation of differ-
ent healthcare systems has also been addressed in approaches
like [26], where health profiles are collected and curated for wider
provision. Blockchain technologies have also been proposed to
share healthcare records with certain guarantees on confidential-
ity, traceability and anonymity [27,28] Other works provided an
overview of how semantic interoperability has been addressed
in different subdomains, including infectious diseases [29], or
oncology [30].

Nevertheless, it remains challenging to combine the power
of semantic models with the streaming nature of health data,
considering the increasing restrictions and privacy guarantees
required in the health domain. The system presented in this
paper intends to cover this gap, taking a practical approach, while
relying on existing standards as much as possible.

3. SemPryv architecture & features

The SemPryv system addresses the challenges stated in the
previous section, more precisely providing APIs to consume and
produce inter-operable streams of healthcare data, following the
HL7 FHIR standard [5] and incorporating semantic annotations.
Fig. 1 depicts the main functionalities provided by SemPryv. First
of all it provides an API for semantic ingestion and provision of
personal health data streams, which are managed by the Pryv.io
platform. Pryv.io is a privacy-centered middle-ware, used as a
foundation to develop risk-controlled e-health applications with
confidence respect to IT and regulatory requirements. The two
key pillars of the Pryv.io platform are: decentralization and pri-
vacy. As opposed to traditional healthcare data management sys-
tems, Pryv.io stores each data account separately and indepen-
dently, making it possible to deploy streams of different people
in entirely different servers or cloud providers [31]. Data access
in Pryv.io can be delegated through token-based authorization, so
that patients could explicitly grant or deny access to clinicians or
institutions if necessary. Following Pryv.io, data is organized as
a hierarchy of streams, each of which is composed of different
events. These events are timestamped and may have arbitrary
data types, ranging from text, to numerical values, images, or
video. The stream contents originate from different sources in-
cluding wearable devices, [oT streams, and health records and
observations. SemPryv addresses the heterogeneity of these data
sources, by enriching the with semantic concepts of external
ontologies. Given the diversity of potential personal data sources,
the accurate semantization of the data is a primary concern in
order to provide an added value over the collected information.
Moreover, through the Pryv interfaces, the SemPryv system has
access to encryption and consent/authentication management.
Although in the current implementation of SemPryv is connected
only to ontologies in BioPortal such as SNOMED-CT [32], it is open
for plugin-based extensions to other ontology providers .

Considering data protection restrictions, SemPryv can be de-
ployed in a fully decentralized configuration. In fact, multiple
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Fig. 1. Schematic view of the features of SemPryv, including its connections
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Fig. 2. Decentralized deployment of SemPryv instances, accessing different and
multiple Pryv.io streaming data instances.

instances can be set up independently, thus introducing the pos-
sibility of multi-site personal data stream provision. As it is de-
picted in Fig. 2, both the stream generation/consumption and the
semantization can be decentralized. As such, different instances
of SemPryv can simultaneously connect with different Pryv.io
streams, on different servers with dedicated endpoints. SemPryv
is designed to act as a proxy for multiple instances of the Pryv.io
platform, with the capacity to forward requests through its REST
APIL. SemPryv is able to access any Pryv.io instance, provided that
it has a valid authentication token.

The internal architecture of SemPryv is depicted in Fig. 3.
SemPryv has two main constituent components: a back-end and
a front-end. The back-end can be invoked by external applications
to access data streams, or to input stream contents through
the FHIR standard through a REST APIL the back-end is also in
charge of the semantization of streams with external medical
vocabularies, as well as the training and prediction of stream
metadata through Machine Learning models. The front-end is a
Web user interface that domain experts can use to validate and
semi-automatically annotate streaming data.

As explained in Fig. 2, the decentralized nature of SemPryv
allows to deploy different back-ends and connect them to an
arbitrary number of stream providers through Pryv.io. In practice,
this entails that, for instance, a patient may have streams man-
aged in different hospitals, yet semantically integrated through a
single SemPryv instance. The back-end can also be connected to
different ontology providers, i.e. services that allow retrieving a
medical/healthcare ontology, or semantic vocabulary. The imple-
mentation allows for developing plugins in order to connect to
different ontology providers, but for demonstration purposes, one
was built connecting to the BioPortal [6] AP, which grants access
to vocabularies like LOINC or SNOMED-CT. As detailed in Section 5
the connection with these providers is used for automatic and
semi automatic annotation validated or confirmed by an expert.
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4. Data stream interoperability

A key requirement in healthcare stream data management
is interoperability, linked to privacy protection. In SemPryv, we
showcase how the system is able to provide endpoints for both
requesting and submitting HL7 FHIR-compliant data streams.
Given that SemPryv streams are composed of events, we encode
these as Observations in the FHIR model, as exemplified in Listing
1. The FHIR standard can be serialized in different concrete
formats, including RDF formats like Turtle. In the excerpt we can
see a body temperature observation, including its actual value,
units, and linked to its corresponding concepts extracted from
both LOINC and SNOMED-CT. Multiple classifications and usage
of multiple coding systems are allowed for every observation.

5. Stream enrichment: Annotations & prediction

As seen in the previous section, the FHIR representation of the
streams require the linkage to semantic concepts form external
ontologies. This process can be performed in SemPryv in three dif-
ferent ways: (i) Manually, by searching concepts in well-known
ontology providers (such as BioPortal) that are connected to the
platform through a unifying API; (ii) Semi-automated, i.e., where
annotation suggestions are provided to the users. These sugges-
tions are derived by predefined rules that experts can modify
and save them in the system’s knowledge graph; (iii) Fully auto-
mated, i.e., suggestions are provided by machine learning models
that have been trained on existing data previously annotated,
combined with annotations continuously provided by users.

As seen in Fig. 4 the user can navigate through the stream
hierarchy and choose to add a new semantic code, searching
from a dynamic list populated through the ontology providers
described earlier (e.g. Bioportal). Once the expert identifies a
semantic annotation form the list (Fig. 5) the observation is
classified using this concept. Multiple annotations are possible at
the stream level, and annotations can be inherited recursively by
sub-streams and events inside of the hierarchy. In the example,
the user can access her streams after authentication, and the
top hierarchy displays two streams: Body Temperature (BT) and
Heart (H). Heart is actually a parent to a child-stream named
Heart Rate (HR). Through the search option, for instance for the
body temperature, one can find a list of potentially associated
SNOMED-CT codes.

In addition, SemPryv includes the possibility of using prede-
fined rules expressed in its knowledge graph. These rules can
be modified by administrators, and essentially allow the defi-
nition of close terms from different ontologies. For instance in
the following example, the knowledge graph matches Pryv tem-
perature streams to a SNOMET-CT code identified as: snomed-
ct:386725007. Similarly the same is done for the concept of mass.
SemPryv also allows matching these rules to different combi-
nations of stream paths, according to the hierarchy established
among streams.

Apart from the possibilities of performing manual search on
existing annotations, and the use of custom rules, SemPryv can
use existing classified streams of data to create pre-trained mod-
els using Machine Learning algorithms. This approach can use
previously trained models that are fed into the system, and also
integrate streams classified using the rules and/or manual anno-
tation. In this manner, the suggestions are expected to improve in
terms of quality as more data is annotated. As a demonstrator for
this feature, the Open-Source SemPryv code-base includes the im-
plementation of a Naive Bayes classifier for multinomial models.
This model has been implemented using the Python scikit-learn
library, and has been trained using two datasets, Thryve and
Pulso. These datasets are focused mainly on exercises and daily
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Fig. 3. SemPryv architecture: Main components including the user interface and the back-end API, as well as the interactions with the ontology providers.

@prefix fhir: <http://hl7.org/fhir/>

@prefix loinc: <http://loinc.org/rdf#>

@prefix sct: <http://snomed.info/id/>

@prefix xsd: <http://www.w3.org/2001/XMLSchema#>

<http://hl7.org/fhir/Observation/bodyTemp01> a fhir:0Observation;
fhir:Resource.id [ fhir:value "bodyTempO01']l;
fhir:0Observation.category [
fhir:CodeableConcept.coding [
fhir:Coding.code [ fhir:value "vital-signs" ];
fhir:Coding.display [ fhir:value "Vital Signs" 1 1 1;
fhir:0Observation.code [
[ a 1oinc:8310-5;
fhir:Coding.system [ fhir:value "http://loinc.org" ];
fhir:Coding.code [ fhir:value "8310-5" ];
fhir:Coding.display [ fhir:value "Body temperature" ] 1,
[ a sct:56342008;
fhir:Coding.system [ fhir:value "http://snomed.info/sct" 1;
fhir:Coding.code [ fhir:value "56342008" ];
fhir:Coding.display [ fhir:value "Temperature taking" ] 1;
fhir:CodeableConcept.text [ fhir:value "Temperature" ] ];
fhir:0bservation.subject [
fhir:1link <http://hl7.org/fhir/Patient/p100>;
fhir:Reference.reference [ fhir:value "Patient/pl100" 1; ];
fhir:0Observation.issued [ fhir:value "2021-02-04T14:27:00" "xsd:dateTime];
fhir:0bservation.performer [
fhir:link <http://hl7.org/fhir/Practitioner/m021>;
fhir:Reference.reference [ fhir:value "Practitiomer/m021" ] ];
fhir:0bservation.valueQuantity [
fhir:Quantity.value [ fhir:value "39""~"xsd:decimal ];
fhir:Quantity.unit [ fhir:value "degrees C" ];
fhir:Quantity.system [ fhir:value "http://unitsofmeasure.org" ];
fhir:Quantity.code [ fhir:value "Cel" ] 1];

<http://hl7.org/fhir/Patient/p100> a fhir:Patient
<http://hl7.org/fhir/Practitioner/m021> a fhir:Practitioner

Listing 1: FHIR representation of an observation of a body temperature reading encoded in RDF Turtle format.

"@graph": [{

"@id": "pryv:temperature", "@type": "skos:Concept",
"skos:notation": "note/txt",
"skos:closeMatch": "snomed-ct:386725007", 1},

{
"@id": "pryv:mass", "Q@type": "skos:Concept",
"skos:notation": "mass'",
"skos:closeMatch": "snomed-ct:118538004" },

{
"@id": "someRuleSet",
"pryv:pathExpression": ".*/group",
"pryv:mapping": ["pryv:mass", "pryv:temperature"] },

Listing 2: Predefined rules mapping Pryv concepts to ontology concepts like SNOMED-CT.
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Fig. 5. Suggested SNOMED-CT term annotations obtained from the BioPortal
provider.

living activities. The data produced by the Thryve® wearable data
API structures streams related to different measurements includ-
ing: dailys steps, walked distance, daily burned calories, sleep
duration, glucose level, daily weight, among many others. The
second dataset originates from the Pulso fitness App, which also
includes information about exercises and activities, as well as
bio-demographic information. From these datasets, the already
annotated streams have been used to train the classifier, and
provide SemPryv with predicted semantic labels. The Naive Bayes
classifiers shipped with SemPryv uses this trained model to pro-
vide potential suggestions automatically, but implementers can
add additional annotated datasets or use other classification al-
gorithms. The accuracy of the prediction models will of course
be linked to the quality of the data used for the training, as
well to the pertinence to the domain of application (e.g., activity
monitoring, medical devices streams, etc.). For example, a heart
rate stream in Thryve could be annotated as LP91312-6 in LOINC,
and 428420003 in SNOMED-CT. However, if a stream about MRI
measurements is input, and no similar data exists in the system,
then the recommendations will be less accurate. The classifier
provided in the project provides a extensible demonstrator so
that domain-specific datasets can be incorporated as needed, for
use cases beyond exercise and daily-living activities.

6. Experimentation
Different experiments have been conducted in order to ana-

lyze the potential use of SemPryv in different scenarios, especially
for the provision of FHIR-compliant streams.

3 https:[/thryve.health/.
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A simulation of users accessing different streams through the
SemPryv API was performed, first varying the number of requests
(for 10k, 20k, 30k, and 40k simultaneous requests), and for each
request count, different numbers of users (10, 100, 200, 500,
and 1000). These tests were performed on the following hard-
ware : Intel Xeon i7 E5-2670 2.50 GHz, 132 GB of RAM and
a total disk size of around 4TB. The SemPryv service was run
in three Docker containers - sempryv-frontend, sempryv-backend
and sempryv-proxy. While SemPryv was not the only service to
be running on the server, an inspection of incoming requests
determined that any impact on its performance would have been
negligible. In the evaluation the streams have been accessed using
the SemPryv API, via REST calls. Other access mechanisms, includ-
ing WebSockets and Webhooks have been incorporated recently
in the platform, mainly for notification management. Regarding
access control of the streams, for simplicity, the evaluation only
considers stream events visible to the test user for annotation and
exporting into FHIR resources.

In the evaluation, we first analyzed the number of concurrent
users against the maximum time taken to process a request. It
can be seen in Fig. 6 that after 100 users the maximum request
time increases quickly, although slowing down after 500 users.

Regarding the average request time for all amounts of concur-
rent users (Fig. 7), we see an important decrease between 100 and
200 users. This is because after 100 users, requests start being
rejected — so they are processed somewhat quickly, but then
starting to take more and more time to complete.

When analyzing the percentage of requests that are success-
ful plotted against the number of concurrent users (Fig. 8), it
can be observed that after around 100 concurrent users, 80%
of requests fail. This is due to the configuration of the server,
which stops single IP addresses making too many requests — to
protect from spam and denial of service attacks. In order to test
the ability of the service with large amounts of unique users an
enterprise-grade testing environment would be required.

Next, we analyzed the maximum time a request takes plotted
against the total number of requests (Fig. 9). As it appears the
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number of requests does not seem to have much of an effect on
the slowest requests.

Regarding The % of successful requests plotted against the total
number of requests in the set (Fig. 10), they all average out very
closely, with only a difference of around 4%-5% overall

In summary the biggest factor regarding the FHIR interface
is the number of concurrent users making requests. This is on
a first level associated to the limitation of concurrent requests,
and is required in order to protect the server infrastructure from
external attacks and spam. The number of sequential requests has
very little to no effect on the performance of the FHIR stream
data provision. This indicates that this feature does not take an
exorbitant amount of time to complete and that the bottleneck
lays within the server infrastructure.

In order to scale the service to a basic commercial level it
would need to be run on its own dedicated server, which would
need to be configured and maintained by an administrator to han-
dle the expected amount of traffic. The SemPryv service could also
be scaled-up to accept a large amount of users and connections by
using an orchestration system like Kubernetes (K8s). Kubernetes
is capable of managing multiple servers, pooling them as a single
resource and load-balancing requests, it achieves this by creating
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new instances of containers on-the-fly according to the load on
the network.

7. Discussion and future work

SemPryv provides a practical framework for organizing per-
sonal data streams with semantic interoperability features, fol-
lowing a decentralized approach and considering privacy aspects.
The proposed solution focuses as much as possible in already
available solutions and technologies, as well as existing adopted
standards. SemPryv is deployed as a middle-ware, designed to
work as a bridge between client applications and multiple health-
care systems. This entails the necessity of using standards for
healthcare record interchange, specifically through the HL7 FHIR
endpoints. In this manner, different hospitals and clinics can
expose selected portions of the data that they provision, each of
them annotated with the suggested entities proposed by Sem-
Pryv. One example of this type of interactions is the SwissNeu-
roRehab?® network, funded by Innosuisse. This initiative aims
to connect patient clinical data records from multiple clinics,
hospitals, and cabinets, so that a continuum of care can be es-
tablished. Built on top of different systems, SwissNeuroRehab
includes Pryv.io in its architecture, which is essential to allow the
integration of incoming streams of data. A key advantage is the
flexibility of the framework: SemPryv is not too prescriptive on
the type of ontologies to be used for annotations, or in the type
of devices that feed the stream. In the future we plan on inte-
grating other ontologies as core modeling options for SemPryv,
for instance the SSN ontology [33], which is relevant for personal
and healthcare sensor data streams. Another addition would be to
add continuous query languages as part of the SemPryv interface,
following existing works such as CQELS [16].

Concerning the semantic enrichment of the data streams we
plan to further enhance the rule-deducing approach for estab-
lishing suggestions of semantic metadata, in cases where a boot-
strapping process is required. As for the machine learning-based
approach, we also plan on evaluating large scale enrichment of
data streams, and addressing some of the limitation of potential
lack of ground truth.

In regard to privacy protection, this is one of the key points
of the underlying Pryv.io storage system. It is GDPR compliant,
allowing users to have complete control of their data, even if it
is used by different healthcare facilities. Moreover, it provides
several features for data privacy protection, including fine grained
access control settings (who has access and for which specific
data element), built-in consent management, encryption for data
during transmission, segmentation of data and aliasing, selective
sharing of (pseudo) anonymized data, a dedicated audit module,
isolation of per-user data in back-ups, etc. SemPryv benefits from
these features, enabling semantic provision on top. In the future
we also plan to extend customization of external ontologies,
which are currently configured by an administrator.

The prototype is publicly available, as referenced earlier, and
the code has been made available as Open Source. We intend
to further use the system in several health monitoring scenarios
such as neurological rehabilitation, and physiotherapy, in order
to provide further evidence of its use.

8. Conclusions
In this paper we have described SemPryv, a system that allows
the semantic enrichment of personal data streams, set up in a

fully distributed environment. The proposed approach has been
fully implemented, comprising not only the semantization but

4 https:/fwww.swissneurorehab.ch/.
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also (i) its integration with external providers such as BioPortal,
(ii) the implementation of an interoperability bridge through HL7
FHIR, and (iii) a rule-based automated suggestion feature and
machine-learning prediction of stream semantics. The system is
currently deployed, showcasing the use of semantics in real-life
scenarios and on integrated with a commercial solution. The Sem-
Pryv approach relies on two main principles. First, on the reuse
of consolidated vocabularies, ontologies, and taxonomies that are
standardized and widely used in the domains of application. This
is the case for well-known standards (e.g. SNOMED-CT, LOINC;
UCUM, RxNorm) which have been curated to enable interoper-
ability among applications. Second, SemPryv uses different, but
complementary approaches for proposing semantics for a given
dataset, depending on: the available data, metadata, and previous
inferences.
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