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Abstract:

Mobile applications are becoming very complex since business applications increasingly move to the
mobile. Hence the same problem of code maintenance and comprehension of poorly documented apps, as in
the desktop world, happen to the mobile today. One technique to help with code comprehension is to reverse
engineer the application. Specifically, we are interested in the functional structure of the app i.e. how the
classes that implement the use cases interact. Then we adapted, to the iPhone, the code analysis technique
we developed for the desktop applications. In this paper we present the reverse engineering process and tool
we used to reverse engineer the code of an iPhone app and show, in a case study, how these tools are used.

1

INTRODUCTION

According to several surveys, mobile business
applications are the trend of the day, although not all
surveys agree on the strength of the trend
(Appcelerator/IDC, 2013) (IDC, 2013) (Zend, 2013)
(Wasserman, 2011). With the growing interest in
B2B and B2E mobile apps (IDC, 2013) mobile
development becomes mainstream (IBM, 2014)
(Hammond, 2013). Then the very same problems of
application maintenance and understanding arise as
in desktop applications. There are no reasons to
believe that mobile apps will be any easier to
maintain than desktop ones. In particular the lack of
documentation could even be higher, on average,
than on traditional desktop platform since these
applications are notoriously developed using agile
approaches such as Scrum which leaves a lot of
freedom to the developer as to what documentation
to produce. Then we decided to develop a mobile
version of our methodology for the reverse
engineering of applications. This is a complete set of
techniques and tools to analyze the functional
structure of an application (Dugerdil & Niculescu,
2014) to improve its understanding hence its
maintenance. Indeed it is known for a long time that
to “understand” a large software system, the
structural aspects of the system are more important
than any single algorithmic component (Tilley,
Santanu & Smith, 1996). Since there are several
views of software architecture (Clements, Kazman

& Klein, 2002), each targeting a particular purpose,
we developed a new one specifically targeted at
software understanding. The latter is what we call
the functional structure of the system (Dugerdil &
Niculescu, 2014) i.e. the structure of the components
of the system that implement the high level business
function of the software, together with their
relationships. Our approach rests on dynamic
analysis techniques i.e. the analysis of the execution
trace of the program corresponding to some scenario
(use-case) relevant to the business. One key problem
in dynamic analysis is to cope with the amount of
data to process. In fact, the execution trace file can
contain several hundreds of thousands of events. To
cope with this data volume, we developed a trace
segmentation technique (Dugerdil, 2007) that has
showed to be very efficient at analyzing the
interactions between the components of the system.
In this paper we first present our reverse engineering
framework for software system (Section 2). Then we
show the tools we developed specifically to adapt
our framework to the reverse engineering of
Objective-C applications on the iPhone (Section 3).
Next, in Section 4, we present a case study. Section
5 presents the related work and Section 6 concludes
the paper.

2

RE
EVERSE ENGINEE
E
ERING

The goaal of our reveerse engineering process iis to
recover the functionnal structure of the proggram
((Dugerddil & Niculesscu, 2014) i.e. to analyze w
what
classes or componeents support the high llevel
function of the appliccation. The prrocess starts w
with
the recovvery of the use-cases of th
he system, if they
are not rreadily availabble from the documentatioon of
the app (which is gennerally the caase), by watchhing
the userss interacting with
w the system
m. We simplyy ask
the userr to go throuugh all the business-releevant
scenario and we take note of all th
he actions he ddoes
with thee app. (In the case off legacy deskktop
applicatiions we even video-record the actions off the
user. Buut this is not required
r
here because the usecases foor mobile appps are usually
y much simppler).
Starting from the use cases allows us to concenttrate
on scenaarios of businness value. Neext we instrum
ment
the sourcce code of thee program to be
b able to geneerate
the execcution traces (i.e. the sequ
uence of metthod
calls inn a given run of the system). C
Code
instrumeentation consissts of inserting
g extra statem
ments
in the source code to record events
e
when the
methods are executedd. An event iss generated w
when
the methhod is entered and exited. Next
N the systeem is
run accoording to the use-cases
u
and the
t correspondding
execution trace is recorded.
r
Fin
nally, an offf-line
analysis of the execcution trace is performedd to
recover tthe functionall structure of the system uusing
many vieews. Figure 1 illustrates a simplified
s
verrsion
of the reeverse engineeering process with only thee key
tasks.

the device. Nextt, the file is downloaded from the
dev
vice and uploaded into a ttrace databasee using a
tracce loader whicch performs a few integrity
y checks.
Finally, the trace is analyzed uusing our tracee analysis
toolls. The latter is able to prresent the infformation
from
m the trace ussing several vviews. Since ObjectiveO
C does not have any paackage constrruct, the
iden
ntification of the events usees only the claass name.
Theere are two fo
ormats for thee events to be recorded
in the
t execution trace. The firrst is for meth
hod entry
and
d the second for
f method exxit. By record
ding these
two
o kinds of ev
vents, we cann reconstructt the call
grap
ph with the caall hierarchy.

Fig
gure 2: Tools w
workflow.

Thee syntax of thee events is thee following:
[Type] ‘[‘ [TS] ‘]’ [Param]
[SCII] [DCI] ’[‘ [TN] ’]’ [Sign] ’AS’ [T

Or
‘END’ [SCI] [DCI] ’[‘ [TN] ’]’ [Sign]] ’AS’ [Type] ‘[‘ [TS] ‘]’

Witth :
[SC
CI] :
Figure 1: Reveerse Engineering process.

This proocess has beeen implementeed using a seet of
tools thaat are presentted in Figure 2. To instrum
ment
the sourcce code, manyy variants exisst among whicch:
 devveloping an innstrumentor fo
or the program
ming
langguage of the system;
s
 leveraging an AOP
A
environm
ment to injectt the
“instrumentationn aspects” into
o the code.
Depending on thhe program
mming languuage
considerred, the second option may
y not be availaable.
For Objjective-C it is indeed th
he case and we
developeed our own code
c
instrumeentor that willl be
detailed in the next seection. Once the
t code has bbeen
instrumeented it is coompiled and shipped ontoo the
iPhone. Then the appp is run according to the usecases andd the executioon trace is reccorded in a fille on

Static class identifieer : the class in which
the exeecuted methodd is implemen
nted.
[DC
CI] : Dynam
mic class idenntifier : the claass of the
instancce that executted the method
d.
[TN
N] :
Thread
d number.
[Sig
gn] : Metho
od signature.
[Ty
ype] : Type of the elem
ment returned
d by the
method.
[TS
S] :
Time stamp
s
of the eevent
[Param]: List of
o the commaa-separated values
v
for
the primitive-typedd parameterss of the
method. Non prim
mitive-typed values are
replaced by ‘_’.
Thee first event represents
r
thee entry into a method
and
d the second,, headed by the keyword
d ‘END’,
indiicates the exxit from the method. Th
he thread
num
mber allows us to gather alll the events th
hat belong
to th
he same threaad for further aanalysis.
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APP INSTRUMENTATION

Dynamic analysis as opposed to static analysis aims
at observing the application’s behavior while it is
running. Although many techniques can be used
(Hamou-Lhadj & Lethbridge, 2004) we decided to
use code instrumentation because, on the mobile
device, there are not many alternatives. Indeed one
cannot install any profiling or debugging
environment without deeply impacting the behavior
of the code. The least intrusive technique is simply
to add lightweight tracing statements in the
application source code to write the events in a flat
file. Each of the recorded events must contain the
signature of the method called. As for the class
identifier we record the name of the class and, in
case of the languages using module or package
declarations, the package or module in which the
class is defined. Once the trace file is generated
(that could contain millions of events), it is loaded
into a database for further processing. Many of the
existing dynamic techniques focus on the monitoring
of the low level instructions of the program, in
particular when the purpose is to analyze an app for
which only the compiled code is available. Since we
wish to reverse engineer the functional structure of
the app, access to the source code is a must.
The first step to build our own instrumentor for
Objective-C is to be able to parse the source code.
To build such a parser, several possibilities exist.
Tools like JavaCC (JavaCC, 2014) YaCC (YaCC,
2014) or ANTLR (ANTLR, 2014) are capable of
generating a parser given the syntax definition of the
programming language in the EBNF format. Such
parser is completed by adding some extra parsing
instructions in the target language. The main
difference between these tools is the language in
which the parser is generated. Our choice was
JavaCC which generates a parser in Java. This is
because JavaCC -encoded grammars are available
for several programming languages, including
Objective-C, and also because we had some
previous successful experience with it. However we
do not only need to parse the code, we also need to
build an abstract syntax tree (AST) of the code in
memory so that we could add the extra trace event
generation code to some of the nodes in the AST.
We used the Java Tree Builder (JTB, 2014) to
produce the AST. Some Visitor (Gamma et al.,
1995) classes are generated by the same tool to visit
each node of the AST. We use the “Visitor” classes
to add the instrumentation instructions at the proper
locations in the code: as the first statement of each
method and right before each of the methods’ exit

statements. The output of the parser generation
process is represented by two packages named
syntaxtree and visitor which respectively
contain the AST elements and their associated
“visitors”. Because every single abstract syntax tree
element comes with its own “Visitor” class, we
focused on the ones responsible for the handling of
methods. The added instructions in the source code
must satisfy two conditions:
1 Do not produce any changes to the application
semantics;
2 Limit as much as possible the impact on the
application processing time.
The first constraint is self-evident. The second
condition aims at avoiding any impact on the
scheduling of multi-threaded applications. To be
able to record the events during the execution of the
app, we need to build a little runtime program, called
HEGTrace, to write the events to a flat file. Then the
instructions we insert into the source code of the
methods are simple calls to the function of
HEGTrace. The latter contains:
 A class with two methods to write an event at
the entry and at the exit of the instrumented
method.
 A class responsible for converting the
primitive-typed values of the parameters into
NSString, to write these values in the trace
event (see the [Param] element of the trace
event grammar).
Every iOS application has its own set of directories
in which it can read and write files. An application’s
private file system is called a Sandbox (Apple iOS,
2014) and it is specific to the application. Inside a
sandbox, there are three predefined directories:
Documents, Library and tmp. To store a trace
file, the HEGTrace program can write in either the
Library or Documents directory. But we should
avoid tmp, since its content may be cleared away by
the system when the application stops running.
Because these folders generally contain usergenerated content and other resources used by the
application’s logic, we need to make sure the trace
files we write will not interfere with the existing
files. To do so, we create the trace files in a custom
folder inside the Library folder:
<Application_Home>/Library/HEG_TRACE/trace_[timestamp].

This will not only ensure that our tool does not
hamper the application’s behavior but also allows
the running of our use-cases in sequence to get
several trace files all at once. Next, to upload the
trace file into the desktop machine for further

ne using iExpllorer
analysis we pull it outt of the iPhon
(iExploreer, 2014) whiich gives access to the parrt of
the deviice’s file syystem where the applicattions
reside. A technique to
t shortcut th
he creation off the
trace fille could havve been to embed a soocket
communnication moduule in our HE
EGTrace proggram
to “pipee” all the datta in real tim
me to a listenning
socket. H
However thiss would requ
uire a permaanent
connection to server and
a this woulld not respectt our
second cconstraint to have
h
as little an impact onn the
processinng time as possible. An
nother alternaative
techniquue to trace fille writing cou
uld have beeen to
monitor the appliccation execu
ution using an
embarkeed version off a debugger such as G
GDB
(GDB, 22014). Unlikee C++ or Java, the runtim
me of
Objectivve-C (Objective C, 2014) uses a speccific
syntax too do message sending. A message
m
sendinng is
a statem
ment like [object1
[
foo:@”arg
g”]
meaningg that objec
ct1 is sent a message whhose
“selectorr” is foo: annd whose argu
ument is “ar
rg”.
This synntax is convertted to
objc_msgSend(object1,f
foo(“arg”) )
by the Objective-C
C runtime. Then,
T
using the
debugger, we wouuld set a break
b
on evvery
objc_m
msgSend to monitor the execution.
e
Ass the
iOS devvices use the ARM processsor, fetchingg the
right reggisters could give
g
access to
o all the methhods’
execution context. Buut this techniique would ddelay
the program executionn at each messsage sending and
then woould exaggeraatedly slow down the w
whole
applicatiion, thereforee not respeccting the seccond
constrainnt. The chossen instrumen
ntation technnique
using ouur own instrum
mentor has the extra advanntage
to be aapplicable to any programming languuage
providedd that a LA
ALR-analyzab
ble grammarr is
availablee. Hence thee technique presented
p
in this
paper caan be extendded to the Android
A
platfform
(Parada & de Brisolaara, 2012) sincce it uses Javva as
the progrramming langguage.
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CA
ASE STUD
DY

We chosse to reverse engineer
e
an app that is useed to
wiss
search annd display thee acts and artiicles of the Sw
Law reccorded in thhe device. With
W
our revverse
engineerring techniquee we can quicckly identify w
what
classes are involved in the deliv
very of a ggiven
functionaality and whaat are the dynamic caller-caallee
relationsships for the use-case.
u
As an
n example, heere is
the analyysis of the classes involveed in the use--case
“Read a judgment off the Swiss Federal Court””. In
Figure 3 the trace anaalyzer tool dissplays the claasses
involvedd in the use-caase and specifically what cclass

callls what other class. As we can see in thee display,
the class RootV
ViewContro
oller is callled by 3
otheer classes:
pDelegate
12 times
 CPCApp
 homeVi
iewControl
ller
only
o once
 RootVi
iewControl
ller
170 times.

Fiigure 3: Trace aanalyzer.

Figure 4 displayss the call grapph with all the involved
classses. In this fig
gure we can ssee that four classes are
cou
upled bi-directtionally whichh, on the poin
nt of view
of program qu
uality, couldd be something to
inveestigate furtheer. But this is neither the caase of the
the
Art
ticleViewC
Controller
r
nor
Pre
eferences classes. The ccall graph is generated
g
by our tool using the Graphvviz open sourcce library
(Grraphviz, 2015). Now we aare interested to know
wheen, in the cou
urse of the exeecution, the cllasses are
invo
olved. Then our
o trace analyysis tool coulld display
a “ttime series” graph
g
of the cl
classes’ presen
nce in the
tracce. But the pro
oblem is that tthe trace is qu
uite huge.
Theen the display
y of each andd every method in the
tracce would lead to a very dens
nse graph. To overcome
o
the problem we introduce a little bit of statistical
processing: we segment thee trace in co
ontiguous
segments of a preedefined size and, for each segment,
we count the num
mber of times a given class is called.
Theerefore the sizze of the hori
rizontal displaay is now
giveen by the num
mber of segmeents in the traace which
is user-defined.
u

reprresents what we
w could expeect from a claass which
hold
ds preferences informatioon. Next, we
w could
com
mpare the timee series of twoo classes.

Figure 6: Methods
M
called in Preference cllass.

Figure 7 shows the joint timee series for th
he classes
Roo
otViewCont
troller andd Article.
Figure 4: caller-callee grraph.

Figure 5 presents succh a time serries graph forr the
Prefer
rence class.

Figure 7: Joint time serie
ies for 2 classess.

Figure 5: Prefference class tim
me series.

As we can see, the cllass is used att the beginninng of
the proccessing and close to thee end. Figurre 6
displays the methods that aree called in the
Prefer
rences classs. We observ
ve that very few
calls aree made in thiss class. Indeed
d this class hholds
the appllication’s preeferences parrameters. All the
behaviorr, showed byy Figure 5 and
a
6, rightffully

Inteerestingly, thee involvement
nt of these tw
wo classes
seem
ms opposite. In the few
w segment where
w
the
Art
ticle class is much leess involved then the
Roo
otViewCont
troller claass is heavily involved.
A further
f
source code investiggation revealed that the
hun
ndreds of Art
ticle objeccts (i.e. articles of the
law
w) to be loaded
d in memory from a file are
a loaded
all at
a once. Becau
use this proceess is not in a dedicated
threead, it bloccks everythinng else unttil it is
finiished.The RootViewCon
ntroller co
ontains a
UIT
TableView and implem
ments its deleegate and

datasourrce protocols (Apple UITaableView, 20014).
Because the structure of the law acts and articlees is
hierarchiical, a RootViewCo
R
ontroller is
reclusiveely created evvery time thee user brows es a
subcateggory of the laaw acts and articles.
a
Thenn the
relevant Article obbjects are accessed in mem
mory,
inserted into the UI
ITableView
w cells and the
RootVi
iewControl
ller is quit. This explainss the
of
activ
the
sudden
“bursts”
vity
of
RootVi
iewControl
ller followin
ng the activityy on
Articl
le objects. With
W
this info
ormation we can
now recconstruct the dynamic UM
ML class diaggram
correspoonding to the executed usee case (Figuree 8).
This diagram represennts the implem
mentation claasses
of the funnctional struccture of the sysstem in relatioon to
the use-case. It contaains the classses, methods and
dynamicc associations involved in the executionn of
the use--case. In soome sense th
his representts a
“projectiion” of the usee-case to the whole
w
system..

Figurre 8: Class diagrram of the functional structuree.

Today, tthis UML class diagram is built by hhand
from thee output of thhe tool. We in
ntend howeveer to
integratee our tool with
w
the software modeeling
environm
ment we usee (IBM’s Rational
R
Softw
ware
Architecct) so that this class diagram
m could be creeated
automatiically.

5

RE
ELATED WORK
W

Dynamicc analysis off iOS applicaations has beeen a
subject oof interest forr a few yearss. For examplle, it
has beenn used to checck the security
y of the app w
when
its sourcce code is unaavailable and specifically too do
black-boox penetrationn testing. However, whenn the
source ccode of the app is avaiilable, the teester

nerally turns to static code review and white
w
box
gen
testting. Gianchaandani (Giancchandani, 20
014) uses
sno
oop-it (Snoop-it, 2014) too hook into a chosen
app
plication’s pro
ocess and to monitor netw
work and
file system acctivities. He also uses Introspy
(Inttrospy, 2014)) which is ccomposed of a tracer
mod
dule and an
n analyzer m
module. After having
seleected the API to trace, thhe tracer will log the
corrresponding caalls to a databaase. Next, thee analyzer
willl produce a human readaable report in
n HTML.
How
wever the tool does not target all thee custom
app
plication classes but focusees on the speccific ones
relaated, but not liimited to crypptography, datta storage
and
d networking. Szydlowski M
M. et al (Szyd
dlowski et
al, 2011) prop
posed a tecchnique to performs
auto
omatic dynam
mic analysis oof iOS applications by
hoo
oking to the application’s ddelegate and triggering
t
all of the UI con
ntrols on everyy view. The result
r
is a
statte model of th
he application.. However, most of the
dyn
namic analysiss methods opperate on the low level
insttructions. Hen
nce, hooking tto the running
g process
is needed.
n
But Apple
A
does noot include an
ny default
deb
bugger on the device and ins
nstalling one reequires to
jailb
break the iP
Phone. An aalternative co
onsists of
running the appllication on thhe iOS Simulaator (iOS
Sim
mulator, 2014
4) that comees with XCo
ode then
mon
nitoring its prrocess using GDB (GDB, 2014) or
LLD
DB (LLDB, 2014).
2
But thee dynamic anaalysis of a
sim
mulated appliccation using a debugger does not
provide as much
h informationn as is availab
ble when
writing the tracee events to a file and analy
yzing the
file off-line. Indeeed the latter method let uss perform
stattistical analysis which is ddifficult when
n using a
deb
bugger. Moreo
over, working on a simulateed device,
the technique do
oes not allow
w analyzing apps that
olve sensors such as accellerometer, co
ompass or
invo
cam
mera as they cannot be reeproduced in the iOS
Sim
mulator.

6 CONCL
LUSION
Thee contribution of this paper is to present a reverseeng
gineering process and thee associated tools to
reveerse-engineer iPhone appliccations. Of co
ourse, the
tech
hnique is nott limited to iiPhone apps since the
coree of the techn
nique is to geenerate a tracce file by
insttrumenting thee source codee of the app. Then
T
it is
app
plicable to wh
hatever enviroonment, prov
vided that
we can build a source codee instrumentor for the
asso
ociated progrramming lannguage. In particular,
p
sincce we alread
dy developedd an instrumentor for
Java, we are ready to aanalyze any Android
app
plication. The trace anaalyzer we developed
d

provides a rich set of view through which the
maintenance engineer can study the running of the
code. In our simple case study, we observed that the
“time series” technique can visually present the
mutual behavior of the classes in a convenient
format. It provides some useful clues as to how
classes interact when running the use-cases. The
dynamic UML class diagram of the functional
structure of the use-case conveniently summarizes
all the programming elements involved in the
execution of the use-cases.
The drawback of our reverse-engineering technique
is that we are unsure to go through the all the
alternative paths in each of the scenarios since the
latter are recovered from the observation of the
users. For example, in the case of legacy desktop
applications, we investigated a semi-automated
technique to recover the use case from the legacy
code (Dugerdil, Sennhauser, 2013) with moderate
success however, due to the complexity of the task.
Indeed, use-case recovery from source code is still
an open problem. As future work we will integrate
our tool with IBM’s RSA to be able to generate the
dynamic UML class diagram automatically. We also
intend to develop new views to represent the
dynamic business-level application semantics.
Indeed we are building domain concept ontologies
whose concepts will be dynamically identified in the
executed code. This technique will help to close the
semantic gap between the high level business
domain concepts and the code level.
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